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1. Introduction

Several proposals heae keen written wer the past fer years that address some of the issues surrounding
the recording and playback of user actions in the X Wingygstent:

» Some Proposals for a Minimal X11 Testing Extendtoaron Drake, UniSoft Ltd., April 1991

» X11 Input Synthesis Extension Proposarry Woestman, Hewlett Packard, \"mber 1991

» XTrap Architecture Dick Annicchiario, et al, Digital Equipment Corporation, July 1991

» XTest Extension Recording Specificatidochanan Slonim, Mercury Interagtj December 1992

This document both unifies and extends the previoessdi approaches to generate a proposal for an X
extension that provides support for the recording of all core X protocol and arbitrary extension protocol.
Input synthesis, or playback, has already been implemented in the XTest extension, an X Consortium
standard. Thereforéhis extension is limited to recording.

In order to provide both record and playback functionaditypothetical record application could use
this extension to capture both user actions and their consequé&iocegample, a button press (a user
action) may cause a wingddo be napped and a correspondiMppNotify event to be sent (a conse-
guence). Thisnformation could be stored for later use by a playback application.

The playback application could use the recorded actions as input for the XTest extef{iEsiFake-

Input operation to synthesize the appropriate inpehts. The* consequencedr synchronization infor-
mation is then used as a synchronization point during playback. That is, the playback application does
not generate specific synthesizedngs until their matching synchronization condition occurs. When the
condition occurs the processing of synthesizexhts continues. Determination that the condition has
occurred may be made by capturing the consequences of the syntheaitedmed comparing them to

the previously recorded synchronization informatiéor example, if a button press was followed by a
MapNotify event on a particular winde in the recorded data, the playback application might synthesize
the button press then wait for tMapNotify event on the appropriate windobefore proceeding with
subsequent synthesized input.

Because it is impossible to predict what synchronization information will be required by a particular
application, the extension provides facilities to recoydsabset of core X protocol and arbitrary exten-

sion protocol. As such, this extension does not enforce a specific synchronization methodology; any
method based on information in the X protocol stream (e.g., watching forwmepping/unmapping,

cursor changes, drawing of certain text strings, etc.) can capture the information it needs using RECORD
facilities.

1.1. Acknowledgements

The document represents the culmination af y&ars of debate and experiments done under the auspices
of the X Consortium xtest working group. Although this was a group effort, the author remains responsi-
ble for ary errors or omissionsTwo years ago, Robert Chesler of Absol-pukgeron Drale of UniSoft

Ltd., Marc Evans of Synergytics and Ken Miller of Digitial shared the vision of a standard extension for
recording and were all instrumental in the early protoceéldpment. Duringhe last tvo years, Bob
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1 X Window Systeris a trademark of The Open Group.



timestamp polig.

1.2. Goals

» To provide a standard for recording, whereby both deweats and synchronization informa-
tion in the form of devicevent consequences are recorded.

» Torecord contextual information used in synchronized playback without prior knowledge of the
application that is being recorded.

» To provide the ability to record arbitrary X protocol extensions.

1.3. Requirements
The extension should function as follows:
» It should not be dependent on other clients or extensions for its operation.
* It should not significantly impact performance.
» |t should support the recording of all device input (core devices and Xlinput devices).
* It should be extendible.
» |t should support the recording of synchronization information for ussite

2. Design

This section gies an werview of the RECORD extension and discussesvisail operation and data
types.

2.1. Owerview

The mechanism used by this extension for recording is to intercept core X protocol and arbitrary X exten-
sion protocol entirely within the X server itself. When the extension has been requested to intercept spe-
cific protocol by one or more clients, the protocol data are formatted and returned to the recording clients.

The extension provides a mechanism for capturingvatite, including input devicevents that go to no
clients, that is analogous to a client expressing “intériestll events in all windows, including the root
window. Event filtering in the extension provides a mechanism for feeding devéogsdo recording

clients; it does not provide a mechanism for in-place, synchrowenssibstitution, modification, or
withholding. Inaddition, the extension does not provide data compression before intercepted protocol is
returned to the recording clients.

2.1.1. DataDelivery

Becauseeents are limited in size to 32 bytes, usivgrées to return intercepted protocol data to recording
clients is prohibitre in terms of performance. Therefore, intercepted protocol data are returned to record-
ing clients through multiple replies to the extension request to begin protocol interception and reporting.
This utilization is consistent withistFontsWithinfo , for example, where a single request has multiple
replies.

Individual requests, repliesyants or errors intercepted by the extension on behalf of recording clients
cannot be split across reply patk Inorder to reduceverhead, multiple intercepted requests, replies,
events and errors might be collected into a single reNigveatheless, all data are returned to the client in
a imely manner.

2.1.2. RecordContext

The extension adds a record context resource (RC) to the set of resources managed by. thAdl Hezver
extension operations takan RC as anrgument. Althougtthe protocol permits sharing of RCs between
clients, it is expected that clients will use their own RCs. The attributes used in extension operations are
stored in the RCs, and these attributes include the protocol and clients to intercept.



The terms “registei’and “unregister’ are used to describe the relationship between clients to intercept
and the RC.To regster a client with an RC means the client is added to the list of clients to intercept; to
unregister a client means the client is deleted from the list of clients to intercept. When the server is
requested to register or unregister clients from an RC, it is required to do so immediagelig, it is not
permissible for the server to wait until recording is enabled to register clients or recording is disabled to
unregister clients.

2.1.3. RecordClient Connections

The typical communication model for a recording client is to opembmnections to the server and use
one for RC control and the other for reading protocol data.

The “control” connection canx@cute requests to obtain information about the supported protocol ver-
sion, create and desyr&Cs, specify protocol types to intercept and clients to be recorded, query the cur-
rent state of an RC, and to stop interception and reporting of protocol data. Thecolat&ction can

execute a request to enable interception and reporting of specified protocol for a particular RC. When the
“ enable’request is issued, intercepted protocol is sent back on the same connection, generally in more
than one reply paeit. Untilthe last reply to the “enablg’equest is sent by the servagnifying that the
request gecution is complete, no other requests will keceited by the server on that connection. That

is, the connection that data are being reported on cannot issue the “disalest until the last reply to

the “enable’request is sent by the servdherefore, unless a recording clienverehas the need to dis-

able the interception and reporting of protocol data,d@nt connections are necessary.

2.1.4. Ewents

The terms “deNered events” and “device eents’ are used to describe thedwvent classes recording
clients may select for interception. Theserg classes are handled differently by tkeeasion. Delr-

ered gents are core Xvents or X extensionvents the server actually dedi's to one or more clients.
Device @ents are eents generated by core X devices or extension input devices that the server may or
may not delrer to any dients. Wherdevice gents are selected for interception by a recording client, the
extension guarantees each deviecentis recorded and will be forwarded to the recording client in the
same order it is generated by the device.

The recording of selected deviogeets is not affected by server grabs. Reied e/ents, on the other
hand, can be affected by server grabs. If a recording client selects both a devieamne deliered
events that result from that deviceent, the delered events are recorded after the devicerd. Inthe
absence of grabs, the defied events for a devicevent precede later deviceants.

Requests that va sde effects on devices, such\&rp Pointer and GrabPointer with a confine-to
window, will cause RECORD to record an associated dewieste TheXTEST extension request
XTestFakelnput causes a devicerent to be recorded; the deviceeats are recorded in the same order
that theXTestFakelnput requests are reaed by the server.

If a key autorepeats, multipl&eyPressand KeyReleasedevice &ents are reported.

2.1.5. Timing

Requests are recorded just before tlre executed; the time associated with a request is the server time
when it is recorded.



2.2. Types

The following nev types are used in the request definitions that appear in section 3.
RC: CARD32

The RC type is a resource identifier for a server record context.

RANGES: first, last. ~CARDS]
RANGE16: first, last. CARD16]
EXTRANGE: major: RANGES
minor: RANGE16|
RECORDRANGE: [core-requests =~ RANGES
core-replies RANGES
ext-requests EXTRANGE
ex-replies EXTRANGE

delivered-events RANGES
device-events RANGES

errors: RANGES8
client-started BOOL
client-died BOOL]

The RECORDRANGE structure contains the protocol values to interc@pgpically, this structure is
sent by recording clientsver the control connection when creating or modifying an RC.

core-requests
Specifies core X protocol requests with an opcode field betfiveeandlastinclusive. If firstis
equal to 0 anthstis equal to 0, no core requests are specified by this RECORDRANGEL if
greater thamast, a Value error results.

core-replies
Specifies replies resulting from core X protocol requests with an opcode field bétatesrdlast
inclusive. If firstis equal to O antastis equal to 0, no core replies are specified by this RECORD-
RANGE. Iffirstis greater thatast, a Value error results.

ext-requests
Specifies extension protocol requests with a major opcode field betvegerfirstandmajor.last
and a minor opcode field betwemmnor.firstandminor.lastinclusie. If major.firstandmajor.last
are equal to 0, no extension protocol requests are specified by this RECORDRAN&]or.first
or major.lastis less than 128 and greater than @ydfor.firstis greater thamajor.last or if
minor.firstis greater thaminor.last a Value error results.

ext-replies
Specifies replies resulting from extension protocol requests with a major opcode field between
major.firstandmajor.lastand a minor opcode field betwemmnor.firstandminor.lastinclusive. If
major.firstandmajor.lastare equal to 0, no extension protocol replies are specified by this
RECORDRANGE. I[fmajor.firstor major.lastis less than 128 and greater than @ajor.firstis
greater thamajor.last or if minor.firstis greater thaminor.last a Value error results.

delivered-events
This is used for both core X protocaleats and arbitrary extensionents. Specifiegvents that are
delivered to at least one client thatveaa ©de field betweefirst andlastinclusive. If firstis equal
to 0 andastis equal to 0, novents are specified by this RECORDRANGE. Otherwisérstis
less than 2 diastis less than 2, or firstis greater thafast, a Value error results.

device-events
This is used for both core X deviceeats and X extension devicegants that may or may not be
delivered to a client. Specifies deviceents that hae a ode field betweefirst andlastinclusive.



If firstis equal to O anthstis equal to 0, no devicevents are specified by this RECORDRANGE.
Otherwise, iffirstis less than 2 dastis less than 2, or firstis greater thatast, a Value error
results.

Because the generated devigeng may or may not be associated with a client, enttker
RECORDRANGE components, which select protocol for a specific client, selecting for device
evants in aiy RECORDRANGE in an RC causes the recording client toveasie instance for
each devicewent generated that is in the range specified.

errors
This is used for both core X protocol errors and arbitrary extension errors. Specifies errorgethat ha
a mde field betweefirst andlastinclusive. If firstis equal to O anthstis equal to O, no errors are
specified by this RECORDRANGE. fifstis greater thafast, a Value error results.

client-started
Specifies the connection setup replfyFalse, the connection setup reply is not specified by this
RECORDRANGE.

client-died
Specifies notification when a client disconnectskdlise, notification when a client disconnects is
not specified by this RECORDRANGE.

ELEMENT_HEADER: [from-server-time BOOL
from-client-time BOOL
from-client-sequence BOOL]

The ELEMENT_HEADER structure specifies additional data that precedes each protocol element in the
datafield of aRecordEnableContextreply.

» |If from-server-timas Tr ue, each intercepted protocol element with categerymServer is pre-
ceded by the server time when the protocol was recorded.

» |If from-client-times Tr ue, each intercepted protocol element with categergmClient is preceded
by the server time when the protocol was recorded.

» |f from-client-sequencis Tr ue, each intercepted protocol element with categergmClient or
ClientDied is preceded by the 32-bit sequence number of the recordedsciiest recent request
processed by the server at that tifker FromClient, this will be one less than the sequence number
of the following requestFor ClientDied, the sequence number will be the only data, because no pro-
tocol is recorded.

Note that a reply containing deviceeats is treated the same as other replies with catdgomServer
for purposes of these flags. Protocol with categanmServer is never preceded by a sequence number
because almost all such protocol has a sequence number in it anyway.

If both a server time and a sequence numbeg been requested for a repbach protocol request is pre-
ceded first by the time and second by the sequence number.

XIDBASE: CARD32

The XIDBASE type is used to identify a particular cliektlid values are anexisting resource identifier

of ary connected client, in which case the client that created the resource is specified, or the resource
identifier base sent to the target client from the server in the connection setupAregiye of O (zero) is
valid when the XIDBASE is associated with devieer@s that may not va been delered to a client.

CLIENTSPEC: XIDBASE or{ CurrentClients, FutureClients, AllClients }

The CLIENTSPEC type defines the set of clients the RC attributes are associated with. This type is used
by recording clients when creating an RC or when changing RQuasib XIDBASE specifies that the

RC attributes apply to a single client oni@urrentClients specifies that the RC attributes apply to cur-

rent client connectiongutureClients specifies future client connectiorsliClients specifies all client
connections, which includes current and future.



The numeric values faCurrentClients , FutureClients and AlIClients are defined such that there will
be no intersection with valid XIDBASESs.

When the context is enabled, the data connection is unregistered if itgigisresl. Ifthe context is
enabled CurrentClients andAllClients silently exclude the recording data connection. It is an error to
explicitly register the data connection.

CLIENT_INFO: [client-resource CLIENTSPEC
intercepted-protocol  LISTOfRECORDRANGE

This structure specifies an intercepted client and the protocol to be intercepted for the clietienthe
resourcefield is a resource base that identifies the intercepted clientinfEneepted-protocdiield speci-
fies the protocol to intercept for tikBent-resource

2.3. Errors

RecordContext
This error is returned if the value for an RC argument in a request does not name a defined record
context.

3. Protocol Requests

RecordQuery\Version
major-version minor-version CARD16

major-version minor-version CARD16

This request specifies the RECORD extension protocol version the client weutol lde. Wherthe
specified protocol version is supported by the extension, the protocol version the server expects from the
client is returned. Clients must use this request before other RECORD extension requests.

This request also determines whether or not the RECORD extension protocol version specified by the
client is supported by thension. Ifthe extension supports the version specified by the client, this ver-
sion number should be returned. If the client has requested a higher version than is supported by the
serverthe serves highest version should be returned. Otherwise, if the client has requested a lower ver-
sion than is supported by the serie serves lowest version should be returned. This document

defines major version one (1), minor version thirteen (13).

RecordCreateContext
context RC
element-headeleLEMENT_HEADER
client-specifiersLISTofCLIENTSPEC
ranges LISTofRECORDRANGE
Errors: Match, Value, IDChoice, Alloc

This request creates ameecord context within the server and assigns the identdistextto it. After
thecontextis created, this request registers the set of clierdiéeint-specifiersvith thecontextand speci-

fies the protocol to intercept for those clients. The recorded protocol elements will be preceded by data as
specified byelement-headerTypically, this request is used by a recording cliergrdhe control connec-

tion. Multiple RC objects can exist simultaneoysigntaining werlapping sets of protocol and clients to
intercept.

If any of the values irelement-headeor rangesis invalid, a Value error results. Duplicate items in the
list of client-specifierare ignored. If apitem in theclient-specifierdist is not a valid CLIENTSPEC, a
Match error results. Otherwise, each item in tient-specifierdist is processed as follows:



» Ifthe item is an XIDBASE identifying a particular client, the specified client is registered with the
contextand the protocol to intercept for the client is then sedriges

» Ifthe item isCurrentClients, al existing clients are registered with tbentextat this time. The pro-
tocol to intercept for all clients registered with ttwatextis then set toanges

» Ifthe item isFutureClients, dl clients that connect to the server after this requesiiges will be
automatically registered with tle®ntext The protocol to intercept for such clients will be set to
rangesin thecontext

» |fthe item isAllClients, the effect is as if the actions describedFatureClients are performed,
followed by the actions foCurrentClients .

The Alloc error results when the server is unable to allocate the necessary resources.

RecordRegisterClients
context RC
element-headeleLEMENT_HEADER
client-specifiersLISTOfCLIENTSPEC
ranges LISTofRECORDRANGE
Errors: Match, Value, RecordContext, Alloc

This request registers the set of clientsliant-specifieravith the given contextand specifies the protocol

to intercept for those clients. The header preceding each recorded protocol element is set as specified by
element-headerThese flags affect the entire context; their effect is not limited to the clients registered by
this request.Typically, this request is used by a recording cliergrahe control connection.

If contextdoes not name a valid RCRaecordContext error results. If ayof the values irelement-
headeror rangesis invalid, a Value error results. Duplicate items in the listabent-specifiersare
ignored. Ifany item in the list otlient-specifierss not a valid CLIENTSPEC, Match error results. |If
thecontextis enabled and the XID of the enabling connection is specifistéteh error results. Other-
wise, each item in theient-specifierdist is processed as follows:

» Ifthe item is an XIDBASE identifying a particular client, the specified client is registered with the
contextif it is not already rgistered. Therotocol to intercept for the client is then setanges

» |fthe item isCurrentClients, al existing clients that are not already registered with the specified
context except the enabling connection if tbentextis enabled, are registered at this time. The pro-
tocol to intercept for all clients registered with tteatextis then set toanges

» Ifthe item isFutureClients, dl clients that connect to the server after this requesiiges will be
automatically registered with tleentext The protocol to intercept for such clients will be set to
rangesin thecontext The set of clients that are registered withdbetextand their corresponding
sets of protocol to intercept are left intact.

» |fthe item isAllClients, the effect is as if the actions describedFotureClients are performed,
followed by the actions foCurrentClients .

The Alloc error results when the server is unable to allocate the necessary resources.

RecordUnregisterClients
context RC
client-specifiersLISTofCLIENTSPEC
Errors: Match, RecordContext

This request remas the set of clients iglient-specifiergdrom the gien contexs set of registered clients.
Typically, this request is used by a recording clierdrahe control connection.

If contextdoes not name a valid RCRecordContext error results. Duplicate items in the listadent-
specifiersaare ignored. If apitem in the list is not a valid CLIENTSPECMatch error results. Other-
wise, each item in thelient-specifierdist is processed as follows:



+ Ifthe item is an XIDBASE identifying a particular client, and the specified client is currently regis-
tered with thecontext it is unregistered, and the set of protocol to intercept for the client is deleted
from thecontext If the specified client is not registered with doatext the item has no effect.

» Ifthe item isCurrentClients, al clients currently registered with tloentextare unregistered from it,
and their corresponding sets of protocol to intercept are deleted fraontext

» Ifthe item isFutureClients, clients that connect to the server after this requesites will not auto-
matically be registered with tlwontext The set of clients that are registered with this context and
their corresponding sets of protocol that will be intercepted are left intact.

» |fthe item isAllClients, the effect is as if the actions describedFatureClients are performed,
followed by the actions foCurrentClients .

A client is unregistered automatically when it disconnects.

RecordGetContext
context RC

enabled BOOL
element-headeleLEMENT_ HEADER
intercepted-clientsLISTOfCLIENT_INFO
Errors: RecordContext

This request queries the current state of the specifietdxtand is typically used by a recording client

over the control connection. Thenabledfield specifies the state of data transfer between the extension
and the recording client, and is either enablEdi€) or disabled fFalse). Theinitial state is disabled.
When enabled, all core X protocol and extension protocolvet&iom (requests) or sent to (replies,
errors, gents) a particular client, and requested to be intercepted by the recording client, is reported to the
recording client wer the data connection. Theement-headespecifies the header that precedes each
recorded protocol element. Theercepted-client§ield specifies the list of clients currently being
recorded and the protocol associated with each client. If future clients will be automatically registered
with the context, one of the returned CLIENT _INFO structures letisrat-resourcevalue of Future-

Clients and aintercepted-protocogjiving the protocol to intercept for future clients. Protocol ranges
may be decomposed, coalesced, or otherwise modified by the server Wwahehwere specified by the
client. All CLIENTSPECSs registered with the server are returnesh iethe RECORDRANGE(S) asso-
ciated with them specify no protocol to record.

When thecontextargument is not valid, RecordContext error results.

RecordEnableContext
context RC

-+
category { FromServer, FromClient, ClientStarted, ClientDied, StartOfData, EndOfData}
element-headeleLEMENT_ HEADER
client-swappedBOOL
id-base XIDBASE
server-time TIMESTAMP
recorded-sequence-numbe&2ARD32
data: LISTofBYTE
Errors: Match, RecordContext

This request enables data transfer between the recording client and the extension and returns the protocol
data the recording client has previously expressed interesyjmcally, this request isxecuted by the



recording client ger the data connection.
If the client is registered on tlwentext it is unregistered before gmecording begins.

Once the server reses this request, it begins intercepting and reporting to the recording client all core

and extension protocol reged from or sent to clients registered with the RC that the recording client has
expressed interest in. All intercepted protocol data is returned in the byte-order of the recorded client.
Therefore, recording clients are responsible for all byte swapping, if required. More than one recording
client cannot enable data transfer on the same RC at the same time. Multiple intercepted requests, replies,
events and errors might be packaged into a single reply before being returned to the recording clients.

Thecategoryfield determines the possible types of the data. When a context is enabled, the server will
immediately send a reply of categddyartOfData to notify the client that recording is enabledl cate-

gory of FromClient means the data are from the client (requeSt®nServer means data are from the
server (replies, errorsyents, or deviceents). For a nav client, the category i€lientStarted and the

data are the connection setup replyhen the recorded client connection is clogadegoryis set to the

vaue ClientDied and no protocol is included in this repWhen the disable request is maderdhe

control connection, a final reply is senepthe data connection with categdepdOfData and no proto-

col.

Theelement-headdield returns the value currently set for the context, which tells what header informa-
tion precedes each recorded protocol element in this reply.

Theclient-swappedield is Tr ue if the byte order of the protocol being recorded is swappedvekati

the recording client; otherwiseljent-swappeds False. The recorded protocol is in the byte order of the
client being recorded; deviceents are in the byte order of the recording cligfix replies of category
StartOfData and EndOfData theclient-swappedbit is set according to the byte order of the server rela-
tive o the recording client. Thigl-basefield is the resource identifier base sent to the client from the
server in the connection setup re@yd hence, identifies the client being recorded. idiHeasefield is O
(zero) when the protocol data being returned are devaads Theserver-timdield is set to the time of
the server when the first protocol element in this reply was interceptedsemiez-timeof reply N+1 is
greater than or equal to teerver-timeof reply N, and is greater than or equal to the time of the last pro-
tocol element in reply N.

Therecorded-sequence-numbliéld is set to the sequence number of the recorded slimost recent
request processed by the server.

Thedatafield contains the k& protocol data being returned to the recording client. If requested by the
element-headeof this record context, each protocol element may be preceded by a 32-bit timestamp
and/or a 32-bit sequence numbHrpresent, both the timestamp and sequence numbemaysah the
byte order of the recording client.

For the core X gents KeyPress KeyRelease ButtonPress, and ButtonRelease the fields of a device
event that contain valid information ateneanddetail. For the core X eent MotionNotify , the fields of
a device e/ent that contain valid information atiene, root, root-x androot-y. Thetimefield refers to the
time the gent was generated by the device.

For the extension input deviceents DeviceKeyPress DeviceKeyReleasgDeviceButtonPress and
DeviceButtonReleasgthe fields of a devicevent that contain valid information adevice timeand
detail. For DeviceMotionNotify, the valid device went fields areleviceandtime For the extension
input device eents Proximityln and ProximityOut , the fields of a devicevent that contain valid infor-
mation aredeviceandtime For the extension input devicgeat DeviceValuator, the fields of a device
event that contain valid information adevice num_valuatorsfirst_valuator and valuators Thetime
field refers to the time thevent was generated by the device.

The errorMatch is returned when data transfer is already enabled. Wheroiitextargument is not
valid, a RecordContext error results.

RecordDisableContext
context RC



Errors: RecordContext

This request is typicallyxecuted by the recording clienve the control connection. This request directs
the extension to immediately sendya@omplete protocol elements currently buffered, to send a final reply
with categoryEndOfData, and to discontinue data transfer between the extension and the recording
client. Protocoleporting is disabled on the data connection that is currently enabled fovehean-

text Once the extension completes processing this request, no additional recorded protocol will be
reported to the recording client. If a data connection is not currently enabled when this request is
executed, then this request has no affect on the state of data trafsfeC is dsabled automatically

when the connection to the enabling client is closed down.

When thecontextargument is not valid, RecordContext error results.

RecordFreeContext
context: RC
Errors: RecordContext

This request deletes the association between the resource ID and the RC and destroys the RC. If a client
has enabled data transfer on ttositext the actions described RecordDisableContextare performed
before thecontexts freed.

An RC is destroyed automatically when the connection to the creating client is closed down and the close-
down mode iDestroyAll. When thecontextargument is not valid, RecordContext error results.

4. Encoding
Please refer to the X11 Protocol Encoding document as this document usesicos established there.
The name of this extension is “RECORD”.

4.1. Types
RC: CARD32
RANGES
1 CARDS8 first
1 CARDS last
RANGE16
2 CARD16 first
2 CARD16 last
EXTRANGE
2 RANGES major
4 RANGE16 minor
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RECORDRANGE

2 RANGES core-requests
2 RANGES core-replies
6 EXTRANGE et-requests
6 EXTRANGE ext-replies
2 RANGES delvered-erents
2 RANGES device-events
2 RANGES errors
1 BOOL client-started
1 BOOL client-died
ELEMENT_HEADER
1 CARDS8
0x01 from-serer-time
0x02 from-client-time
0x04 from-client-sequence
XIDBASE: CARD32
CLIENTSPEC
4 XIDBASE client-id-base
1 CurrentClients
2 FutureClients
3 AllClients
CLIENT_INFO
4 CLIENTSPEC client-resource
4 CARD32 n,number of record ranges in intercepted-protocol
24n LISTOfRECORDRANGE intercepted-protocol
4.2. Errors
RecordContext
1 0 Eror
1 CARDS extensions base error code + 0
2 CARD16 sequencaumber
4 CARD32 invalid record context
24 unused

4.3. Requests
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RecordQuery\Version

NNNPFP P

NNNPEANRFPFE

0

CARDS8
0

2
CARD16
CARD16

1

CARD16
0

CARD16
CARD16

RecordCreateContext

ARWRANRPR

24n

CARDS

1

5+m+6n

RC
ELEMENT_HEADER

CARD32

CARD32
LISTofCLIENTSPEC
LISTofRECORDRANGE

RecordRegisterClients

ARWRANRPR

24n

CARDS

2

5+m+6n

RC
ELEMENT_HEADER

CARD32

CARD32
LISTOfCLIENTSPEC
LISTofRECORDRANGE

RecordUnregisterClients

ArBRABRANPFPPF

CARDS8

3

3+m

RC

CARD32

LISTof CLIENTSPEC

majoropcode
mnor opcode
request length
majorversion
minorversion

Reply

unused
sequencaumber
reply length
majorversion
minorversion
unused

majoropcode
mnor opcode
requedength
context
element-header
unused
m,number of client-specifiers
n,number of ranges
client-specifiers
ranges

majoropcode
mnor opcode
requedength
context
element-header
unused
m,number of client-specifiers
n,number of ranges
client-specifiers
ranges

majoropcode

mnor opcode

requestength

context

m,number of client-specifiers
client-specifiers
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RecordGetContext

ANR R

Il
-bl—‘-bUJI—‘-bl\Jl—‘l—‘V

[Samp

CARDS
4

2

RC

1

BOOL

CARD16

j
ELEMENT_HEADER
CARD32

LISTofCLIENT_INFO

RecordEnableContext

1 CARDS

1 5

2 2

4 RC

=>4+

1 1

1
0 FromServer
1 FromClient
2 ClientStarted
3 ClientDied
4 SartOfData
5 EndOfData

2 CARD16

4 n

1 ELEMENT_HEADER

1 BOOL

2

4 XIDBASE

4 TIMESTAMP

4 CARD32

8

4n BYTE

RecordDisableContext

1 CARDS
1 6

2 2

4 RC

RecordFreeContext

1 CARDS
1 7

2 2

4 RC

majoropcode

mnor opcode

request length
context

Reply

enabled

sequencaumber

reply length

element-header

unused

n,number of intercepted-clients
unused

intercepted-clients

majoropcode

mnor opcode

request length
context

Reply
category

sequencaumber

reply length

element-header
client-svapped

unused

id-base

sener-time
recorded-sequence-number
unused

data

majoropcode

mnor opcode

request length
context

majoropcode

mnor opcode

request length
context
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